EXAM questions for the course TTM4135 - Information Security
May 2007

Part 1
This part consists of 8 questions all from one common topic. The maximum number of points for a correctly answered question is given next to the question. The total maximum number of points in this part of the exam is 34, and the estimated time necessary for answering this test is 60 minutes.

TOPIC: Block ciphers and modes of operation
1. (4 points) Which organizations and companies were involved in the design of DES? 
2. (3 points) Which algorithm was the predecessor of DES?

3. (3 points) What is a Feistel Cipher?

4. (4 points) What is the benefit by using both a substitution and a permutation in a round of a Feistel cipher?
5. (6 points) Describe the Triple DES with two DES keys.
6. (5 points) What was the final set of criteria used by NIST to evaluate candidate AES ciphers? 

7. (4 points) What do you think is the main purpose behind each criterion chosen?
8. (5 points) What are the characteristics of the “Counter” mode of operation?

KEY for Part 1 

(approximate framework for correct answers)
TOPIC: Block ciphers and modes of operations
1. Complete answer should mention IBM, NIST and NSA. 
2. Predecessor of DES was LUCIFER.
3. Complete answer should give a drawing of a Feistel Cipher

4. Complete answer should elaborate that substitution-permutation network achieves two designers goals: diffusion and confusion.
5. Complete answer should mention the encryption function: C=E(K1, D(K2, E(K1, P))), where E and D are DES encryption and decryption with keys K1 and K2.

6. Complete answer should mention the following criteria:

a. General security

b. Software implementations

c. Restricted-space environments

d. Hardware implementations

e. Attacks on implementations

f. Encryption vs Decryption

g. Key agility

h. Other versatility and flexibility

i. Potential for instruction-level parallelism

7. Complete answer should elaborate criteria mentioned in 6.

8. Complete answer should briefly elaborate the following characteristics: 

a. Hardware efficiency
b. Software efficiency

c. Preprocessing

d. Random access 

e. Provable security

f. Simplicity
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Part 2
This part consists of 5 questions all from one common topic. The maximum number of points for every correctly answered question is given next to the question. The total maximum number of points in this part of the exam is 34, and the estimated necessary time for answering this test is 60 minutes.

TOPIC: Standards in Information Security
1. (7 points) What are the functions that S/MIME provides?

2. (7 points) What are the services that PGP provides?

3. (7 points) Describe the X.509 standard.
4. (7 points) Describe the Secure Hash Algorithm.
5. (6 points) What are the standardized values for the following parameters of AES: 
      Key size, Plaintext block size, Number of internal rounds?

KEY for Part 2
(approximate framework for correct answers)
TOPIC: Standards in Information Security
1. Complete answer should mention 
· Enveloped data

· Signed data

· Clear-signed data

· Signed and enveloped data
2. Complete answer should mention 

· Digital signature

· Message encryption

· Compression

· Email compatibility

· Segmentation
3. Complete answer should mention that:

X.509 defines a framework for the provision of authentication services by the X.500 directory to its users. X.509 is a standard that defines a structure and authentication protocols that are used in S/MIME, IPSec, SSL/TLS and SET.

X.509 is based on the use of public-key cryptography and digital signatures. The standard does not dictate the use of a specific algorithm but recommends RSA.

4. Complete answer should briefly mention SHA-1, SHA-256, SHA-384 and SHA-512. Message digest size of all those algorithms, and other implementation characteristics should be mentioned as well.
5.  Complete answer: 

AES
	Key size (bits)
	128
	192
	256

	Plaintext block size (bits)
	128
	128
	128

	Number of internal rounds
	10
	12
	14
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Part 3

This part consists of 20 questions. For every question 5 alternative answers are given, of which ONLY ONE is correct. If you chose the correct answer you will earn 1.6 points, otherwise you will loose 0.4 points. If you not choose any answer - then you will not get any points (i.e. the earned points are 0). The total maximum number of points in this part of the exam is 32, and the estimated time necessary for answering this test is 60 minutes.

1. In X.800, the security mechanism “Digital signature” is defined as:
a. A variety of mechanisms that enforce rights to resources.

b. The insertion of bits into gaps in a data stream to frustrate traffic analysis attempts.

c. The use of a mathematical algorithm to transform data into a form that is not readily intelligible.

d. Data appended to, or a cryptographic transformation of, a data unit that allows a recipient of the data unit to prove the source and integrity of the data unit and protect against forgery (e.g. by the recipient).

e. The use of a trusted third party to assure certain properties of a data exchange.
2. What is “Symmetric encryption”:

a. A mathematical procedure that is using a symmetric group.

b. A form of cryptosystem that is based on groups of symmetry.

c. A form of cryptosystem in which encryption and decryption are symmetric according to the y-axis.
d. A form of cryptosystem in which encryption and decryption are symmetric according to the x-axis.
e. A form of cryptosystem in which encryption and decryption are performed using the same key.

3. In DES, S-boxes has the following input/output characteristics:

a. 4 bits input / 4 bits output.
b. 4 bits input / 6 bits output.
c. 6 bits input / 4 bits output.
d. 6 bits input / 6 bits output.
e. 4 bits input / 8 bits output.
4. What is the “Euclidean algorithm” used for?
a. Finding the greatest common divisor between to integers.
b. Finding all divisors of a given number.
c. Finding the set of residues modulo n.
d. Finding all numbers m relatively prime and smaller to n. 
e. Finding all prime factors of a given number.
5. The nonlinear part of AES (the S-box) is performing computations in the following finite field:
a. GF(28).
b. GF(216).
c. GF(232).
d. GF(264).
e. GF(2128).
6. What is a “stream cipher”:

a. An encryption/decryption scheme in which a plaintext is treated as a whole and used to produce a ciphertext of equal length.
b. A symmetric encryption algorithm in which ciphertext output is produced bit-by-bit or byte-by-byte from a stream of plaintext input.
c. A cryptosystem in which encryption and decryption are performed using different keys.
d. A cryptosystem in which encryption and decryption are performed using one key and different keystream.
e. A symmetric encryption algorithm obtained by a block cipher in a special operational mode.
7. What is the role of “key distribution” realized by symmetric cryptographic primitives?
a. To deliver a key to two parties who wish to exchange secure encrypted data.

b. To produce next master key.
c. To produce one session key and a new master key.
d. To produce new master keys.
e. To produce one session key and new master key but then to be replaced by the new master key.
8. The “Euler’s Totient Function Φ(n)” is defined as:

a. The number of integers less than n that are divisors of n.
b. The number of integers less than n that are divisors of n and that are prime numbers.
c. The number of positive and negative integers less than n that are relatively prime numbers to n.
d. The number of positive integers less than n and relatively prime to n.
e. The number of positive integers that are congruent to 1 modulo n.
9. What are the ingredients of the “RSA” scheme:

· p  – prime number, 


(private, chosen)

· n = p2,




(public, calculated)

· e, with gcd(Φ(n), e) = 1, 1 < e < Φ(n),
(public, chosen)

· d = e-1(mod Φ(n)),


(private, calculated)

· p, q – two prime numbers, 

(private, chosen)
· n = p q,




(public, calculated)

· e, with gcd(Φ(n), e) = 1, 1 < e < Φ(n),
(public, chosen)

· d = e-1(mod Φ(n)),


(private, calculated)

· p, q – two prime numbers, 

(public, chosen)

· n = p q,




(private, calculated)

· e, with gcd(Φ(n), e) = 1, 1 < e < Φ(n),
(public, chosen)

· d = e-1(mod Φ(n)),


(private, calculated)

· p, q – two prime numbers, 

(private, chosen)

· n = p q,




(public, calculated)

· e,





(public, chosen)

· d = e-1(mod Φ(n)),


(private, calculated)

· p, q – two prime numbers, 

(private, chosen)

· n = p q,




(public, calculated)

· e, with gcd(n, e) = 1, 1 < e < n,

(public, chosen)

· d = e-1(mod n),



(private, calculated)

10. A “Diffie-Helman key exchange” is a protocol that enables:

a. two users to establish a public key using a secret-key scheme based on discrete logarithms.
b. two users to establish a secret key using a public-key scheme based on discrete logarithms.
c. two users to establish a secret key using a public-key scheme based on hardness of integer factorization.
d. two users to establish both private and public keys using a secret-key scheme based on discrete logarithms.
e. two users to establish both private and public keys using a public-key scheme based on hardness of integer factorization.
11. What is a “Hash function”?
a. A function that maps a message of any length into a fixed-length hash value.
b. A function of the message and a secret key that produces a fixed-length value.
c. The last fixed-length part of the encrypted message with the secret key.
d. The last fixed-length part of the encrypted message with the public key.
e. A function of the message and a public key that produces a variable-length value.
12. Which of the following hash functions has 64 iterative steps: 

a. SHA-512
b. SHA-384
c. SHA-256
d. SHA-1
e. SHA-0
13. The original “Digital Signature Standard – DSS” from 1991 was using the following hash function:
a. MD4
b. MD5
c. HMAC based on 3DES
d. Whirlpool
e. SHA
14. How does “Kerberos” establish authenticated communication?
a. By using a database of authenticated public-keys.
b. By performing the Diffie-Helman key exchange protocol.
c. By performing an RSA key exchange protocol.
d. By the use of a trusted third-part authentication service.
e. By establishing direct peer-to-peer communication between users.
15. What does S/MIME stands for:

a. Secure / Multimedia Internet Mail Extension
b. Secret / Multipurpose Internet Mail Extension
c. Secure / Multipurpose Internet Mail Extension
d. Secret / Multimedia Internet Mail Extension
e. Secure / Multipurpose Internet Mail Encryption
16. Which three functional areas are addressed by IPSec:

a. Digital signatures, Confidentiality and Key exchange
b. Tunneling, Transporting and Authentication
c. Authentication, Confidentiality and Key management
d. Authentication, Encapsulation and Key management
e. Authentication, Encryption and Transport modes
17. The original SSL was designed by:

a. Microsoft
b. Netscape
c. IBM
d. NIST
e. IETF
18. What is a “Clandestine user”?
a. An individual who is not authorized to use computer and who penetrates a system’s access controls to exploit a legitimate user’s account.
b. A legitimate user who accesses data, programs or resources for which such access is not authorized, or who is authorized for such access but misuses his or her privileges.
c. An individual who seizes supervisory control of the system and uses this control to evade auditing and access controls or to suppress audit collection.
d. An individual who is authorized to use computer as supervisor but who penetrates into other legitimate user’s account.
e. An insider hacker who is authorized to use computers.
19. In Information Security a “Logic Bomb” refers to a malicious code that:

a. propagates copies of itself to other computers.
b. triggers action when a specific condition occurs.
c. contains unexpected additional functionality.
d. allows unauthorized access to functionality.
e. sends large volumes of unwanted e-mail.
20. The “packet-filtering router” is:
a. a type of firewall.
b. a part of an application-level gateway firewall.
c. a part of a circuit-level gateway firewall.
d. not a part of a single-homed bastion host. 
e. not a part of a dual-homed bastion host.

KEY for Part 3
1. d

2. e

3. c

4. a

5. a

6. b

7. a

8. d

9. b

10. b

11. a

12. c

13. e

14. d
15. c
16. c
17. b
18. c
19. b
20. a
