EXAM questions for the course TTM4135 - Information Security
May 2009
Part 1
This part consists of 6 questions all from one common topic. The number of maximal points for every correctly answered question is given next to the question. Maximal number of points in this part of the exam is 28. Time for work on this test: ~60 minutes.

TOPIC: Advanced Encryption Standard (AES)
1. (6 points) Name three main and initial categories of criteria applied in NIST AES evaluation?
2. (5 points) Name the five finalists of AES competition?
3. (6 points) 
a. How big can the key in AES be?

b. How many rounds  does AES have for each key

c. How big is the block?
4. (4 points) Which four different stages are used in the AES overall structure?
5. (4 points) 
a. In which finite field is the S-box in AES constructed?
b. What functions are applied?

6. (3 points) How does the key expansion mechanism expand the key in AES?

KEY for Part 1
TOPIC: 

1. Complete answer should mention 1. Security, 2. Cost and 3. Algorithm and implementation characteristics
2. Complete answer should mention MARS, RC6, Rijndael, Serpent, Twofish
3. Complete answer should say: Key can be 128, 192 and 256 bits, the number of rounds is 10, 12 and 14 correspondingly, and the block size is 128 bits.

4. Complete answer should say: 1. Byte substitution, 2. Shift rows, 3. Mix columns, 4. Add round key.
5. Complete answer should mention GF(2^8) and the function “multiplicative inverse”.
6. Brief answer should mention that it takes 128-bit (16-byte) key and expands into array of 44/52/60 32-bit words.
EXAM questions for the course TTM4135 - Information Security
May 2009
Part 2
This part consists of 40 questions. For every question 5 alternative answers are given, of which ONLY ONE is correct. If you chose the correct answer you will earn 1.8 points, otherwise you will loose 0.45 points (i.e. the penalty is -0.45 points). If you not choose any answer - then you will not get any points (i.e. the earned points are 0). Maximal number of points in this part of the exam is 72. Time for work on this test: ~120 minutes.

1. The OSI security architecture focuses on the following aspects of information security:
a. protocols, key management and attacks
b. attacks, mechanisms and services
c. protocols, attacks and defenses
d. attacks, defenses and firewalls
e. key production, key exchange and key management
2. According to the OSI security architecture, two generic types of attacks are:
a. sniffing attacks and changing attacks
b. blocking attacks and re-routing attacks
c. passive attacks and deletion attacks
d. passive attacks and active attacks
e. mimic attack and aggressive attack
3. What is the closest meaning of the phrase “cryptography”?
a. A technique for embedding one message into another
b. A technique for military communication
c. The study of encryption principles/methods
d. The study of principles / methods of deciphering ciphertext without knowing the key
e. A technique for military surveillance
4. What is “Symmetric encryption”:

a. A form of cryptosystem in which encryption and decryption are performed using the same key.

b. A mathematical procedure that is using a symmetric group.

c. A form of cryptosystem that is based on groups of symmetry.

d. A form of cryptosystem in which encryption and decryption are symmetric according to the y-axis.

e. A form of cryptosystem in which encryption and decryption are symmetric according to the x-axis.

5. Which attack breaks easily the monoalphabetic cipher?
a. linear cryptanalysis
b. differential cryptanalysis
c. factorization of numbers
d. statistical attack
e. geometric attack
6. How many different S-boxes are used in 3DES?
a. 8
b. 10
c. 12
d. 14
e. 16
7. LUCIFER was the predecessor of DES and had the key length of:

a. 64 bits

b. 128 bits

c. 164 bits

d. 192 bits

e. 200 bits

8. What is the role of “key distribution” realized by symmetric cryptographic primitives?

a. To produce the next master key.

b. To deliver a session key to two parties who wish to exchange encrypted data. 
c. To produce one session key and a new master key.

d. To produce new master keys.

e. To produce one session key and new master key and then to be replaced by the new master key.

9. To have a finite field which two operations are needed:
a. addition and subtraction
b. multiplication and division
c. addition and multiplication
d. addition and exponentiation
e. multiplication and exponentiation
10. gcd(59736, 3219) = 
a. 1
b. 2
c. 3
d. 4
e. 5
11. The “Euler’s Totient Function Φ(n)” is defined as:

a. The number of integers less than n that are divisors of n.

b. The number of prime numbers less than n that are divisors of n.

c. The number of positive integers less than n and relatively prime to n.

d. The number of positive and negative integers less than n that are relatively prime numbers to n.

e. The number of positive integers that are congruent to 1 modulo n.

12. A successful attack against Double DES is
a. square attack
b. boomerang attack
c. redundancy attack
d. man-in-the-middle
e. meet-in-the-middle
13.  If EK(P)denotes an encryption of the plaintext block P with the key K by the block cipher E, then the Cipher Feed Back mode of operation can be described with the following equations:
a. Ci = EK1(Ci-1 XOR Pi), C-1 = IV
b. Ci = EK1(Pi)
c. Ci = Ci-1 XOR EK1(Pi), C-1 = IV
d. Ci = Pi XOR EK1(Ci-1), C-1 = IV
e. Ci = Pi XOR EK1(i)
14. RC4 is:

a. A stream cipher with variable key length

b. A stream cipher with 1024 bits key length

c. A block cipher with variable key length

d. A block cipher with 128 bits key length

e. A hash function with 128 bits hash output

15. In “End-to-end encryption”
a. the packet headers are left unencrypted.
b. the packet headers are encrypted and packed in new packets.
c. the packet headers can be either encrypted or unencrypted.
d. there are no packet headers.
e. the packet headers are extended to double the length.
16. A “Diffie-Helman key exchange” is a protocol that enables:

a. two users to establish a public key using a secret-key scheme based on discrete logarithms.

b. two users to establish a secret key using a public-key scheme based on hardness of integer factorization.

c. two users to establish both private and public keys using a secret-key scheme based on discrete logarithms.

d. two users to establish both private and public keys using a public-key scheme based on hardness of integer factorization.

e. two users to establish a secret key using a public-key scheme based on discrete logarithms.

17. The “man-in-the-middle” attack is attack against:

a. Hash functions

b. Key distribution centers

c. Symmetric key algorithms

d. Public-key algorithms 

e. Kerberos
18. If the Miller-Rabin algorithm return the value “composite” then the investigated number is
a. composite with at least 3 factors
b. prime with some positive probability
c. composite with some positive probability less than 1.0
d. definitely composite
e. composite with composite number of factors
19. For efficient decryption, RSA uses
a. Fermat’s Last Theorem
b. Chinese Remainder Theorem
c. Fermat’s Small Theorem
d. Euler Totien Function
e. Discrete Logarithm Solution
20. Which three public-key algorithms can be used for a digital signature:

a. RSA, Elliptic Curve, Diffie-Hellman

b. Elliptic Curve, Diffie-Hellman, DSS

c. RSA, Diffie-Hellman, DSS 

d. RSA, Elliptic Curve, DSS

e. RSA, Diffie-Hellman, SFLASH
21. One of the following methods IS NOT used for distribution of the public keys
a. Public bidding 
b. Public announcement
c. Publicly available directory
d. Public-key authority
e. Public-key certificate
22. SHA-0, SHA-1 and SHA-2 functions are based on which of the following hash functions:
a. Whirlpool

b. MD1
c. MD2
d. MD3
e. MD4
23. Data Authentication Algorithm (DAA) is a widely used MAC based on
a. HMAC
b. UMAC
c. DES-ECB
d. DES-OFB
e. DES-CBC
24. What is the length of the message block for SHA-512:
a. 128 bits
b. 512 bits
c. 1024 bits
d. 2048 bits
e. 4096 bits
25. One of the following properties IS NOT mandatory for a digital signature:
a. to be possible to verify author, date & time of signature
b. to be possible to authenticate the message contents by a digital signature
c. to be possible the signature to be verified by third parties
d. to be possible to revoke the signature
e. to be distributed by some web of trust
26. Kerberos is using an authentication protocol that is based on the following protocol:
a. NIST HMAC
b. Needham-Schroeder
c. RFC 1510
d. X.509
e. CA
27. In PGP, which is the correct sequence of operations:
a. encrypt, compress, sign
b. encrypt, sign, compress
c. sign, encrypt, compress

d. sign, compress, encrypt
e. compress, encrypt, sign
28. What does S/MIME stand for?
a. Secure / Multimedia Internet Mail Extension

b. Secure / Multipurpose Internet Mail Extension

c. Secret / Multipurpose Internet Mail Extension

d. Secret / Multimedia Internet Mail Extension

e. Secure / Multipurpose Internet Mail Encryption

29. How big is the size of the signature produced by DSA?

a. 1280 bits

b. 1024 bits

c. 512 bits

d. 400 bits

e. 320 bits
30. What is “Bastion host”?

a. A type of key-management server

b. A type of X.509 infrastructure

c. A part of the Kerberos realm

d. PGP based email server

e. A type of firewall

31. Kerberos provides:

a. public-key crypto & digital signatures 
b. centralised private-key third-party authentication in a distributed network
c. X.509 certificates
d. generation of master keys based on Diffie-Hellman algorithm

e. generation of both master and session keys based on Diffie-Hellman algorithm

32. The Authentication Header (AH) service of IPSec DOES NOT provide
a. Confidentiality
b. Access control
c. Connectionless integrity
d. Data origin authentication
e. Rejection of replayed packets
33. SSL is 
a. transport layer security service
b. application layer security service

c. network layer security service
d. physical layer security service
e. ene-to-end security service
34. PGP uses the following hash function:

a. MD2

b. MD4

c. MD5

d. Haval

e. SHA-1
35. Secure Electronic Transaction (SET) is:

a. A proprietary encryption standard for smart cards.

b. An open encryption standard for smart cards.

c. A part of the SSL/TLS protocol

d. An open encryption and security specification designed to protect credit card transactions on the Internet.

e. A part of S/MIME protocol

36. What is the correct sequence of the basic intrusion attack methodology 
a. 1. covering tracks, 2. privilege escalation, 3. initial access, 4. target acquisition and information gathering
b. 1. initial access, 2. privilege escalation, 3. covering tracks, 4. target acquisition and information gathering
c. 1. target acquisition and information gathering, 2. initial access, 3. privilege escalation, 4. covering tracks
d. 1. initial access, 2. target acquisition and information gathering, 3. privilege escalation, 4. covering tracks
e. 1. covering tracks, 2. initial access, 3. privilege escalation, 4. target acquisition and information gathering
37. Which type of malicious code have initiated the establishment of the first CERT 
a. backdoor
b. worm
c. zombie
d. virus
e. trojan horse
38. What algorithm is used for message authentication in TLS

a. HMAC

b. CMAC

c. UMAC

d. AES-OFB

e. AES-CBC

39. What is a “Clandestine user”?

a. An individual who is not authorized to use computer and who penetrates a system’s access controls to exploit a legitimate user’s account.

b. A legitimate user who accesses data, programs or resources for which such access is not authorized, or who is authorized for such access but misuses his or her privileges.

c. An individual who seizes supervisory control of the system and uses this control to evade auditing and access controls or to suppress audit data collection.

d. An individual who is authorized to use the computer as supervisor but who breaks into another legitimate user’s account.

e. An inside hacker who is authorized to use the computers.

40. The “packet-filtering router” is:

a. not a part of a dual-homed bastion host

b. not a part of a single-homed bastion host

c. a type of firewall

d. a part of a circuit-level gateway firewall

e. a part of an application-level gateway firewall

KEY for Part 2
1. b,
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