Essay Topics 2011 – v01
1. SHA-3 hash competition ok.
2. The concept of self-destructing emails – “Vanish” 
3. The requirements of Light-weight cryptography

4. Tamper-proof hardware

5. TOR project 
6. I2P project 
7. The concept of “deduplication” and the use of cryptographic hash functions
8. Merkle–Damgaard construction
9. Firesheep

10. Discrete Logarithm Problem 
11. Block cipher modes of operation: ECB, CBC, CFB, OFB and Counter Mode 
12. Intrusion detection. 
13. Describe how public-key cryptosystems work. 
14. The malicious code: "Worm". 

15. Link and end-to-end encryption and their differences. 
16. The malicious code: "Rootkit". 

17. Describe all ways the secret keys can be distributed to two communicating parties 
18. Whirlpool hash function 
19. The concept of digital signatures 
20. A survey of all types of firewalls
21. Give an overview of the most popular antivirus applications 
22. Describe triple DES with two keys and give a detailed example (on bit level) of an encryption of one block of data. 
23. Describe the authentication protocol for mutual authentication- 
24. Describe in details the differences between Message Authentication Codes and Hash Functions.

25. Describe in details SHA-256 hash function 
26. Reasons and methods for protecting the integrity of software source code 
27. The concept of "Enterprise Single Sign-On (SSO)" 
28. Describe Miller-Rabin Algorithm.

29. Describe the concept of VPN 
30. Write an essay about "Steganography" 
31. Describe Diffie-Hellman Key exchange 
32. Describe double DES and give a detailed example (on bit level) of an encryption of one block of data.

33. The malicious code: "Exploit". 

34. Draw a dependency table between security mechanisms and attacks and describe in details the parts of the table.

35. The differences between the session key and the master key. 
36. Describe IP Encapsulating Security Payload 
37. Describe Key Management in IP
38. Describe the malicious code: "Flooder". 

39. Describe the malicious code: "Keylogger".

40. Describe the requirements for MACs.

41. Describe the malicious code: "Downloader". 
42. Security issues with RFID. 
43. The polyalphabetic cipher. 

44. Give an overview of the most popular "Data backup" applications for Windows and Linux. 
45. Describe AES and give a detailed example (on bit level) of an encryption of one block of data.

46. Tradeoffs between usefulness and security threats from abusing the Google Earth.

47. Write an essay about "Rotor machines". 
48. Describe X.509 authentication service.

49. Describe the actions that antivirus applications take against malicious codes. 
50. Message integrity vs. message authentication.

51. Possibilities of terrorists abuse of PGP.

52. Describe the concepts of "Disk encryption" vs "File encryption". 
53. Possibilities of terrorists abuse of Second Life and World of Warcraft. 
54. Side-channel attacks: power analysis.

55. Should Linux users use anti-virus software? 
56. Write an essay about "Steganography". 
57. Describe S/MIME. 
58. Describe MD5 hash function.

59. Describe "The Base-rate fallacy". 
60. Describe elliptic curves over Zp. 
61. Possibilities of terrorists abuse of Skype. 
62. Relations between Identity, Authentication and Authorization. 
63. Describe the DSS. 
64. Write an essay about Shannon principles of "diffusion" and "confusion". 
65. Side-channel attacks: timing attack. 
66. Describe SHA-1 hash function. 
67. Describe the Playfair cipher. 

68. Describe IP Authentication Header. 
69. Describe the authentication protocol about one-way authentication.

70. Quantum cryptography. Describe the BB84 quantum key distribution scheme. 
71. Password Management. 
72. Describe Kerberos (ver. 4 and 5). 
73. Describe Chinese Remainder Theorem.

74. Describe the concept of VPN. 
75. Describe IP Security Architecture. 
76. Write about NIST recommendations for Random Number Generators.

77. Give an overview of "Two-Factor and Multifactor Authentication Strategies".

78. Describe the Feistel cipher.

79. Describe Secure Electronic Transaction (SET).

80. Most popular anti-spyware software.

81. Describe elliptic curves over GF(2^m). 
82. Security requirements for electronic voting systems. 
83. Describe the Distributed Denial of Service Attacks.

84. Describe categories of passive and active security attacks. 
85. Describe the Firewall design principles. 
86. Describe SSL 3.0 and TLS.

87. Describe the malicious code: "Logic bomb". 

88. Describe the application: "WinSCP" for secure file copying. 
89. Birthday paradox and its applications in cryptography.

90. Describe RSA algorithm. 
91. Describe triple DES with three keys and give a detailed example (on bit level) of an encryption of one block of data.

92. Describe HMAC algorithm.

93. Randomness vs. pseudorandomness in cryptography. 
94. Describe the OSI security architecture.

95. Describe the requirements for hash functions. 
96. Describe RC4 and give a detailed example (on byte level) of a production of a keystream. 
97. Crypto algorithms in Skype. 
98. Describe the concept of "secure erasure".

99. Describe a MAC based on DES.

100. Describe the ways of deploying tokens and smart cards in information security. 
101. Describe the discrete logarithm computation on a quantum computer.

102. Give an overview of the most popular Firewall applications. 
103. Describe SHA-512 hash function. 
104. Describe publicly verifiable Internet voting schemes. 
105. Describe coercion-free and receipt-free Internet voting schemes.

106. Describe Universal Composability (UC) Framework for Internet voting.

107. Security requirements in cloud computing.
108. Basic principles of Zero-Knowledge Proofs.
109. Brief overview of multivariate public key cryptosystems.

110. Challenges in Biometric Authentication.

